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GlobalProtect App for Windows

GlobalProtect™ is a program that runs on your endpoint (desktop computer, laptop, tablet,

or smart phone) to protect you by using the same security policies that protect the sensitive
resources in your corporate network. GlobalProtect™ secures your intranet traffic and allows
you to connect to your corporate network to access your company’s resources from anywhere
in the world.

The following topics describe how to install and use the GlobalProtect app for Windows:

Download and Install the GlobalProtect App for Windows
Use the GlobalProtect App for Windows

Disable the GlobalProtect App for Windows

Uninstall the GlobalProtect App for Windows

Fix a Microsoft Installer Conflict

V V V V V
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Download and Install the GlobalProtect App
for Windows

Before connecting to the GlobalProtect network, you must download and install the GlobalProtect app on
your Windows endpoint.

To download and install the app, you must obtain the IP address or fully qualified domain name (FQDN)

of the GlobalProtect portal from the administrator. The administrator should also verify the username and
password that you can use to connect to the portal. In most instances, you can use the same username and
password that you use to connect to your corporate network. After you gather the required information,
use the following steps to download and install the app:

 To run GlobalProtect app 4.1, Windows endpoints require Visual C++ Redistributables 12.0.3
for Visual Studio 2013. If you have not already installed any redistributable packages on your
endpoint, the GlobalProtect app installs Visual C++ Redistributables 12.0.3 automatically. If
you have already installed Visual C++ Redistributables 12.0.2 or an earlier release, you must
either uninstall the existing redistributable packages from your endpoint or upgrade to Visual
C++ Redistributables 12.0.3 prior to installing the GlobalProtect app.

STEP 1| Log in to the GlobalProtect portal.
1. Launch a web browser and go to the following URL:

https://<portal |P address or FQDN>

Example: htt p: // gp. acrme. com

2. On the portal login page, enter your Name (username) and Password, and then click LOG IN. In most
instances, you can use the same username and password that you use to connect to your corporate
network.

paloalto

NETWORKS®

GlobalProtect Portal

Name

admin ]

Password [ seese ]

STEP 2 | Navigate to the app download page.

In most instances, the app download page appears immediately after you log in to the portal. Use this
page to download the latest app software package.
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0 paloalto

NETWORKS®

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS5 needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS5 needs to download and install
Mac 32/64 bit GlobalProtect agent.

If your system administrator has enabled GlobalProtect Clientless VPN access, the applications page
opens after you log in to the portal (instead of the app download page). Select GlobalProtect Agent to
open the download page.

paloa lto GLOBALPROTECT @ Application URLY & Gl

RiiR .. Ly E

Jira Confluence Intranet Bugzilla Engweb

N e (@) FOX
PBS
FR-DB CNN MSN PBS Fox

v G Linked [}

Yahoo Finance Google Facebook LinkedIn Yelp
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STEP 3 | Download the app.

1. To begin the download, click the software link that corresponds to the operating system running on
your computer. If you are not sure whether the operating system is 32-bit or 64-bit, ask your system

administrator before you proceed.

paloalto

NETWORKS®

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS5 needs to download and install
Mac 32/64 bit GlobalProtect agent.

2. Open the software installation file.
3. When prompted, Run the software.
4. When prompted again, Run the GlobalProtect Setup Wizard.

STEP 4 | Complete the GlobalProtect app setup.
1. In the GlobalProtect Setup Wizard, click Next.

2. Click Next to accept the default installation folder (C:\Program Files\Palo Alto Networks
\GlobalProtect), or click Browse to select a new location and then click Next twice.

3. After installation is complete, Close the wizard.

STEP 5| Log in to GlobalProtect.

GlobalProtect ¢

G

Welcome to GlobalProtect

Please enter your portal address

| |

1. Launch the GlobalProtect app by clicking the system tray icon. The status panel opens.
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2. Enter the FQDN or IP address of the portal that your GlobalProtect administrator provided, and then
click Connect.

3. ( ) By default, you are automatically connected to the Best Available gateway, based on
the configuration that the administrator defines and the response times of the available gateways.
To connect to a different gateway, select the gateway from the Gateway drop-down (for external
gateways only).

!\‘ This option is only available if your administrator enables manual gateway selection.

4, ( ) Depending on the connection mode, click Connect to initiate the connection.

5. ( ) If prompted, enter your Username and Password, and then click Sign In. If authentication
is successful, you are connected to your corporate network, and the status panel displays the
Connected or Connected - Internal status. If your administrator sets up a GlobalProtect welcome
page, it displays after you log in successfully.

10 GLOBALPROTECT APP USER GUIDE | GlobalProtect App for Windows

© 2019 Palo Alto Networks, Inc.



Use the GlobalProtect App for Windows

This chapter applies to you only if your setup requires you to enter your GlobalProtect login credentials
after you have logged in to your endpoint (single sign-on is disabled).

We typically recommend that organizations allow its GlobalProtect users to log in transparently following
app installation. After you log in to an endpoint with transparent GlobalProtect login, the GlobalProtect app
automatically initiates and connects to the corporate network without further user intervention.

If your setup requires you to enter your GlobalProtect credentials, follow the applicable steps below.

STEP 1| Connect to the GlobalProtect portal or gateway.

O You can determine whether you are connected by checking the GlobalProtect system tray

L™ jcon. If you are not connected, the icon is gray ("), and Disconnected appears when the

you hover over the icon.

1. Launch the GlobalProtect app by clicking the system tray icon. The status panel opens.

2. ( ) If you are logging in to the GlobalProtect app for the first time, enter the FQDN or IP
address of the GlobalProtect portal, and then click Connect.

3. ( ) If multiple portals are saved on your app, select a portal from the Portal drop-down. By
default, the most recently connected portal is pre-selected from the Portal drop-down.

4, ( ) By default, you are automatically connected to the Best Available gateway, based on
the configuration that the administrator defines and the response times of the available gateways.
To connect to a different gateway, select the gateway from the Gateway drop-down (for external
gateways only).

!\‘ This option is only available if your administrator enables manual gateway selection.

5. ( ) Depending on the connection mode, click Connect to initiate the connection.

6. ( ) If prompted, enter your Username and Password, and then Sign In.

When the app connects in external mode, the GlobalProtect system tray icon displays a shield (W),
and Connected appears when you hover over the icon. When the app connects in internal mode, the

GlobalProtect system tray icon displays a house (6), and Internal Network appears when you hover
over the icon.

STEP 2 | Open the GlobalProtect app.

Click the GlobalProtect system tray icon to launch the app interface.
STEP 3| View information about your network connection.

After you launch the app, click the settings icon (ﬂ) on the status panel to open the settings menu.
Select Settings to open the GlobalProtect Settings panel, and then select one of the following tabs to
view information about your network connection:

¢ General—Displays the username and portal(s) associated with the GlobalProtect account. You can
also add, delete, or modify portals from this tab.
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@ GlobalProtect Settings x

General Connection HostProfile Troubleshooting Motification
Account

User: ebang Sign out

Portals

gp.paloaltonetworks.com
gpbeta.paloaltonetworks.com

Delete Edit

e Connection—Lists the gateways configured for the GlobalProtect app and provides the following
information about each gateway:

e Gateway name

e Tunnel status

e Authentication status

e Connection type

e Gateway IP address or FQDN (only available in external mode)

 For internal mode, the Connection tab displays the entire list of available gateways.
L For external mode, the Connection tab displays only the gateway to which you are
connected and additional details about the gateway (such as the gateway IP address
and uptime).

& GlobalProtect Settings X

General Connection HostProfile Troubleshooting  Notification

Gateway Tunnel Authenticated ~
sin.intgp.paloaltonetworks.com

hq.intgp. paloaltonetworks.com

gp.paloaltonetworks.com

belgium-gw.paloaltonetworks.com

texas-gw.paloaltonetworks.com v

Assigned local IP:

Gateway IP:

Protocol:

Uptime:

Bytes In: Bytes Out:
Packets In: Packets Out:
Packets I/Error: Packets O/Error:

Figure 1: Connection Tab When In Internal Mode
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W& GlobalProtect Settings x
General Connecbon HostProfile Troubleshooting  Notification
Gateway Tuninel Authenticated
10.1.8.162 Yes Yes
Assigned local IP: 87.77.77.159
Gateway IP: 10.1.8.162
Protocol: SSL
Uptime: 33
Bytes In: 14650 Bytes Out: 72908
Packets In: 21 Packets Out: 782
Packets I[/Error: (] Packets O/Error: 3

Figure 2: Connection Tab When In External Mode

Host Profile—Displays the endpoint data that GlobalProtect uses to monitor and enforce security
policies using the Host Information Profile (HIP). Click Resubmit Host Profile to manually resubmit
HIP data to the gateway.

v~ If your administrator configures the Severity value for missing patches as a HIP match
"N /A condition, use the following mappings between the GlobalProtect severity values and
= the OPSWAT severity ratings to understand what each value means:

Severity Value Displayed on the OPSWAT Severity Rating
GlobalProtect App

-2 Not Available

-1 Unknown

0 Low

1 Moderate

2 Important

3 Critical
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https://docs.paloaltonetworks.com/globalprotect/8-1/globalprotect-admin/host-information

W& GlobalProtect Settings x

General Connection HostProfile Troubleshooting Motification

The host profile is information about your system that GlobalProtect can use for monitoring or
security policy enforcement.

ioL.0s

anti-malware

i disk-backup

i disk-encryption

- firewall
patch-management
i data-loss-prevention

Resubmit Host Profile

¢ Troubleshooting—Enables you to Collect Logs, set the Logging Level, and view information about the
network configuration, route settings, active connections, and logs.

@& GlobalProtect Settings X
General Connection HostProfile Troubleshooting  Notification
If you're having trouble with GlobalProtect, please contact your system administrator. They
might need to see the GlobalProtect logs in order to troubleshoot the problem

Collect Logs

(O Network Configuration (O Routing Table (0 Sockets (@) Logs

Log:  panGP Service

e and empty portal user auth cookie.

(T11872) 09/21/17 13:21:37:610 Debug(6550): Set skip next switch off flag.

(T11872) 09/21/17 13:21:37:610 Debug(6066): portal status is User authentication failed.
(T11872) 09/21/17 13:21:37:610 Debug(4984): --Set state to Disconnected

(T11872) 09/21/17 13:21:37:610 Debug(1096): Send response to dient for request user_cred
(T11872) 09/21/17 13:21:37:715 Info ( 438): msgtype = unknown

(T11872) 09/21/17 13:21:37:816 Info ( 438): msgtype = unknown

< >

Logging Level: Debug ~

STEP 4 | ( ) Log in using a new password.

> If your GlobalProtect administrator configures the GlobalProtect portal agent to Save User
l Credentials, your credentials are automatically saved to the GlobalProtect app. If your

password for accessing the corporate network changes, you must log in to GlobalProtect
using your new password.

Launch the GlobalProtect app by clicking the system tray icon. The status panel opens.

Click the settings icon (G) to open the settings menu.
Select Settings to open the GlobalProtect Settings panel.

On the General tab of the GlobalProtect Settings panel, Sign Out to clear your saved user credentials
from the GlobalProtect app.

AL DM

5. After you clear your user credentials, you can reconnect to GlobalProtect with your new username
and password.
STEP 5| ( ) Disconnect from GlobalProtect.
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If your administrator configures GlobalProtect with the On-Demand connect method, you can
disconnect from GlobalProtect by clicking Disconnect on the status panel.
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Disable the GlobalProtect App for Windows

If your administrator configures the GlobalProtect connect method as Always On, you can disable the
GlobalProtect app. For example, you might want to disable the app if the GlobalProtect virtual private
network (VPN) is not working in a hotel, and the VPN failure prevents you from connecting to the Internet.
After disabling the GlobalProtect app, you can connect to the Internet using unsecured communication
(without a VPN).

The method, amount of time, and number of times for which you can disable the GlobalProtect app
depends on how the administrator configures your GlobalProtect service (PanGPS). This configuration
can prevent you from disabling the app entirely or allow you to disable the app only after responding to a
challenge correctly.

If your configuration includes a challenge, the GlobalProtect app prompts you for one of the following:

e Reason you want to disable the app
e Passcode
e Ticket number

If the challenge requires a passcode or ticket number, we recommend that you contact a GlobalProtect
administrator or Help Desk person by phone.

Administrators typically provide passcodes in advance, either through email (for new GlobalProtect users)
or posted on your organization’s website. In response to an outage or system issue, administrators may also
provide passcodes by phone.

Before you can obtain a valid ticket number, your endpoint displays a ticket request number that you must
communicate to your GlobalProtect administrator or Help Desk person. If your disable request is approved,
you will receive a valid ticket number that you can use to disable GlobalProtect.

The following steps describe how to disable the app and pass a challenge:
STEP 1 | Disable the GlobalProtect app.
1. Launch the GlobalProtect app by clicking the GlobalProtect system tray icon. The status panel opens.

2. Click the settings icon (£#) to open the settings menu.
3. Select Disable.

¥ The Disable option is visible only if your GlobalProtect agent configuration allows you
l to disable the app. If the configuration allows you disable the GlobalProtect app without
requiring you to respond to a challenge, the GlobalProtect app closes without requiring
further action.
STEP 2 | Respond to one or more challenges, if required.
If prompted, provide the following information:

e Reason—Your reason for disabling the GlobalProtect app.

& Disable GlobalProtect x
Please enter the following information to show you're
b authorized to disable GlobalProtect

Reason:

Cancel
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e Passcode—A passcode that is typically provided by your administrator in advance, based on a known
issue or event that requires you to disable the app.

e Ticket—If your configuration requires you to provide a ticket number, the GlobalProtect app displays
an eight-character hexadecimal ticket request number as soon as you select Disable. To disable the
app with a ticket number, contact your administrator or Help Desk person (by phone) and provide
the ticket request number. After approving your request, your administrator or Help Desk person
provides you with an eight-character hexadecimal ticket number. Enter the ticket number in the
Ticket field, and then click OK.
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Uninstall the GlobalProtect App for Windows

Use the following steps to uninstall the GlobalProtect app from your Windows endpoint. Keep in mind that
by uninstalling the app, you no longer have VPN access to your corporate network and your endpoint will
not be protected by your company'’s security policies.

\» Only users with administrator privileges can uninstall the GlobalProtect app from Windows
:! endpoints.

STEP 1| Select Start > Control Panel > Programs > Programs and Features.

STEP 2 | Select GlobalProtect from the list, and then click Uninstall.

Uninstall or change a program

To uninstall 2 program, select it from the list and then click Uninstall, Change, or Repair.

Organize *  Uninstall Change  Repair [EE 4 o
Name - Publisher Installed On  Size Version n
(1) AstroGrep AstroComma, Inc. 1211272017 185MB 4486
"; CrashPlan PROe Code 42 Software B/22/2017 308 MB  4.6.0.403
& Dell Touchpad ALPS ELECTRIC CQ,, LTD. 6/26/2017 241MB  10.1207.101.103
(=) Dell WLAN Radio Switch Driver Dell Inc 6/22/2017 1009
16 GlobalProtect Palo Alto Networks 6/18/2017 149MB 303
[ Google Chrome Google, Inc. 111372017 983MB  63.0.3239.34
) Helix Visual Components Perforce Software 6/27/2017 212MB 172.151.8788
4 Intel ® Graphics Driver Intel Corporation 6/26/2017 3T2MB 21.20.16.4627
| £ Java & Update 144 Oracle Corporation /872017 180MB  8.0.1440.1
& Local Administrator Password Solution Microsoft Corporation 9/14/2016 258 KB 6.0.1.0
ﬂM\crosoftOf‘Fice 365 ProPlus - en-us Microsoft Corporation 12/13/2017 1.78GB 16.0.8625.2127
/& Microsoft OneDrive Microsoft Corporation 12/8/2017 100MEB 17371311115
I:'j\ Microsoft S0L Server Compact 3.5 SP2 ENU Microsoft Corporation 6/26/2017 801 MB  3.5.8080.0
I:'j\ Microsoft SOL Server Compact 3.5 SP2 xb4 ENU Microsoft Corporation 6/26/2017 8.02MB  3.5.8080.0
[ Microsoft SQL Server Compact 4.0 SP1 164 ENU Microsoft Corporation 6/26/2017 275MB  4.0.8876.1
[5=] Microsoft Visual C++ 2003 Redistributable Microsoft Corporation 7472017 6.87MB  8.0.61001
[55] Microsoft Visual C++ 2008 Redistributable - 64 9....  Microsoft Corporation 6/18/2017 26.5MB  9.0.30729
[ Microsoft Visual C++ 2008 Redistributable - x86 9.... Microsoft Corporation 71452017 444MB  5.0.30729.6161
[%5 Microsoft Visual C++ 2010 %86 Redistributable - 1...  Microsoft Corporation 7472007 18.6MB  10.040219 ~

STEP 3 | When prompted to continue with the uninstall, click Yes.
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Fix a Microsoft Installer Conflict

If you Enforce GlobalProtect for Network Access in a GlobalProtect portal agent configuration, and then
you upgrade a Windows endpoint to a newer version of the GlobalProtect app, installation can fail and the
enforcement configuration can block all traffic.

This issue is caused by an OS limitation that occurs when multiple Microsoft installer (nsi exec. exe)
instances run simultaneously on a Windows endpoint. You must use the following procedure to resolve the

Microsoft installer conflict:

STEP 1 | Restart the endpoint.

STEP 2| Stop all third-party installers that are running in the background.
1. Press Ctrl+Alt+Delete, and then click Task Manager.
2. In the Task Manager, locate all third-party nsi exec programs that are currently running (for
example, msi exec command |ine - Google Search).
3. Select the third party installer, and then click End Task to stop the installer.

STEP 3 | Restore the existing version of GlobalProtect, and then upgrade to the newer version of the
app.
1. ( ) If necessary, re-install the existing (older) version of GlobalProtect to repair it. This step is
required if the upgrade continues to fail.
2. Allow the upgrade to proceed as expected.

GLOBALPROTECT APP USER GUIDE | GlobalProtect App for Windows 19
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GlobalProtect App for Mac

GlobalProtect™ is a program that runs on your endpoint (desktop computer, laptop, tablet,

or smart phone) to protect you by using the same security policies that protect the sensitive
resources in your corporate network. GlobalProtect™ secures your intranet traffic and allows
you to connect to your corporate network to access your company’s resources from anywhere
in the world.

The following topics describe how to install and use the GlobalProtect app for Mac:

Download and Install the GlobalProtect App for Mac
Use the GlobalProtect App for Mac

Disable the GlobalProtect App for Mac

Uninstall the GlobalProtect App for Mac

Remove the GlobalProtect Enforcer Kernel Extension

V V V V V
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Download and Install the GlobalProtect App
for Mac

To download and install the app, you must obtain the IP address or fully qualified domain name (FQDN)

of the GlobalProtect portal from the administrator. The administrator should also verify the username and
password that you can use to connect to the portal. In most instances, you can use the same username and
password that you use to connect to your corporate network. After you gather the required information,
use the following steps to download and install the app:

STEP 1| Log in to the GlobalProtect portal.
1. Launch a web browser and go to the following URL:
https://<portal |P address or FQDN>

Example: htt p: // gp. acre. com

2. On the portal login page, enter your Name (username) and Password, and then click LOG IN. In most
instances, you can use the same username and password that you use to connect to your corporate
network.

paloalto

NETWORKS®

GlobalProtect Portal

Name

admin ]

Password | seeee ]

STEP 2 | Navigate to the app download page.

In most instances, the app download pages appears immediately after you log in to the portal. Use this
page to download the latest app software package.
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paloalto

NETWORKS®

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent
Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.
Windows 64 bit OS5 needs to download
and install Windows 64 bit GlobalProtect
agent.
Mac OS5 needs to download and install
Mac 32/64 bit GlobalProtect agent.

If your system administrator has enabled GlobalProtect Clientless VPN access, the applications page
opens after you log in to the portal (instead of the app download page). Select GlobalProtect Agent to
open the download page.

paloa lto GLOBALPROTECT @ Application URLY & Gl

Jira Confluence Intranet Bugzilla Engweb

PBS
FR-DB CNN MSN PBS Fox

(@ )] msa¥ @ FOX

Z G K] inked[

Yahoo Finance Google Facebook LinkedIn Yelp
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STEP 3 | Download the app.
1. Click Download Mac 32/64 bit GlobalProtect agent.

paloalto

NETWORKS®

GlobalProtect Porta

Download Windows 32 bit GlobalProtect agent

Download Windows 64 bit GlobalProtect agent

Download Mac 32/64 bit GlobalProtect agent
Windows 32 bit OS needs to download

and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS5 needs to download

and install Windows 64 bit GlobalProtect
agent.

Mac OS5 needs to download and install
Mac 32/64 bit GlobalProtect agent.

2. When prompted, Run the software.
3. When prompted again, Run the GlobalProtect Installer.

STEP 4 | Complete the GlobalProtect app setup using the GlobalProtect Installer.

[ ] & Install GlobalProtect a
Welcome to the GlobalProtect Installer
e iotian You will be guided through the steps necessary to install this

software.
Destination Select

Installation Type
Installation

Summary

Continue

1. From the GlobalProtect Installer, click Continue.

2. On the Destination Select screen, select the installation folder for the GlobalProtect app, and then
click Continue.

GLOBALPROTECT APP USER GUIDE | GlobalProtect App for Mac 25
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[ ] ‘& Install GlobalProtect a

Select a Destination

Select the disk where you want to install the GlobalProtect

Introduction
software.

Destination Select

nstallation Type . .
nstallation i ]
Summary

Macintosh HD
481.19 GB available
499.07 GB total

Installing this software requires 30.9 MB of space.

You have chosen to install this software on the disk “Macintosh
HD"

Go Back Continue

3. On the Installation Type screen, select the GlobalProtect installation package check box, and then
click Continue.

4. Click Install to confirm that you want to install GlobalProtect.

5. When prompted, enter your User Name and Password, and then click Install Software to begin the
installation.

6. After installation is complete, Close the installer.

STEP 5| Log in to GlobalProtect.
1. Launch the GlobalProtect app by clicking the system tray icon. The status panel opens.

GlobalProtect -}

-

G

Welcome to GlobalProtect
Please enter your portal address

[ ]

2. Enter the FQDN or IP address of the portal that your GlobalProtect administrator provided, and then
click Connect.

3. ( ) By default, you are automatically connected to the Best Available gateway, based on
the configuration that the administrator defines and the response times of the available gateways.
To connect to a different gateway, select the gateway from the Gateway drop-down (for external
gateways only).

!\‘ This option is only available if your administrator enables manual gateway selection.

4. ( ) Depending on the connection mode, click Connect to initiate the connection.

5. ( ) If prompted, enter your Username and Password, and then click Sign In. If authentication
is successful, you are connected to your corporate network, and the status panel displays the
Connected or Connected - Internal status. If your administrator sets up a GlobalProtect welcome
page, it displays after you log in successfully.
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Use the GlobalProtect App for Mac

This chapter applies to you only if your setup requires you to enter your GlobalProtect login credentials
after you have logged into your endpoint (single sign-on is disabled).

We typically recommend that organizations allow its GlobalProtect users to log in transparently following
app installation. After you log in to an endpoint with transparent GlobalProtect login, the GlobalProtect app
automatically initiates and connects to the corporate network without further user intervention.

If your setup requires you to enter your GlobalProtect credentials, follow the applicable steps below.

STEP 1| Connect to the GlobalProtect portal or gateway.

O You can determine if you are connected by checking the GlobalProtect system tray icon.

L™ If you are not connected, the icon is gray (), and Disconnected appears when you
hover over the icon.

1. Launch the GlobalProtect app by clicking the system tray icon. The status panel opens.

2. ( ) If you are logging in to the GlobalProtect app for the first time, enter the FQDN or IP
address of the GlobalProtect portal, and then click Connect.

3. ( ) If multiple portals are saved on your app, select a portal from the Portal drop-down. By
default, the most recently connected portal is pre-selected from the Portal drop-down.

4, ( ) By default, you are automatically connected to the Best Available gateway, based on
the configuration that the administrator defines and the response times of the available gateways.
To connect to a different gateway, select the gateway from the Gateway drop-down (for external
gateways only).

!\‘ This option is only available if your administrator enables manual gateway selection.

5. ( ) Depending on the connection mode, click Connect to initiate the connection.
6. ( ) If prompted, enter your Username and Password, and then Sign In.

p

When the app connects in external mode, the GlobalProtect system tray icon displays a shield (W),
and Connected appears when you hover over the icon. When the app connects in internal mode, the

GlobalProtect system tray icon displays a house (6), and Internal Network appears when you hover
over the icon.

STEP 2 | Open the GlobalProtect app.

Click the GlobalProtect system tray icon to launch the app interface.
STEP 3| View information about your network connection.

After you launch the app, click the settings icon (ﬂ) on the status panel to open the settings menu.
Select Settings to open the GlobalProtect Settings panel, and then select one of the following tabs to
view information about your network connection:

¢ General—Displays the username and portal(s) associated with the GlobalProtect account. You can
also add, delete, or modify portals from this tab.
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[ ] GlobalProtect Settings

ﬁ Connection  Host Profile  Troubleshooting  Motification

Account: ebang Sign Out
Portals: Portal Status

gp.paloaltonetworks.com Connected - Internal

+ #

e Connection—Lists the gateways configured for the GlobalProtect app and provides the following
information about each gateway:

e Gateway name

e Tunnel status

e Authentication status

e Connection type

e Gateway IP address or FQDN (only available in external mode)

 For internal mode, the Connection tab displays the entire list of available gateways.
l For external mode, the Connection tab displays only the gateway to which you are
connected and additional details about the gateway (such as the gateway IP address

and uptime).
[ ] GlobalProtect Settings
General el el Host Profile  Troubleshooting  Notification
Gateway Tunnel Authenticated Type
fc2fa No No
london-gw Mo Mo
ireland-gw MNo No
israel-gw No No
SIN Internal GW Mo Yes Internal
legacy-gateway Mo Mo
hongkong-gw Mo Mo

test-gateway Mo Mo

Y S S

Figure 3: Connection Tab When In Internal Mode
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[ ] GlobalProtect Settings

General [elayceie| Host Profile  Troubleshooting  Notification
Gateway Tunne! Authenticated Type
primary Yes Yes External

Assigned Local IP: 172.16.16.145

Gateway IP: 52.9.58.122

Protocol: S5L

Uptime: 00:00:31

Bytes In: 43008 Bytes Out: 37077
Packets In: 161 Packets Out: 268
Packets I[Error: 0 Packets OjError: 0

Figure 4: Connection Tab When In External Mode

Host Profile—Displays the endpoint data that GlobalProtect uses to monitor and enforce security
policies using the Host Information Profile (HIP). Click Resubmit Host Profile to manually resubmit
HIP data to the gateway.

s~ If your administrator configures the Severity value for missing patches as a HIP match
"N /4 condition, use the following mappings between the GlobalProtect severity values and
= the OPSWAT severity ratings to understand what each value means:

Severity Value Displayed on the OPSWAT Severity Rating
GlobalProtect App

-2 Not Available

-1 Unknown

0 Low

1 Moderate

2 Important

3 Critical
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https://docs.paloaltonetworks.com/globalprotect/8-1/globalprotect-admin/host-information

[ ] GlobalProtect Settings

General  Connection [pEEdailEl] Troubleshooting  Notification

The host profile is information about your system that GlobalProtect can use for
monitoring or security policy enfircement.

» generate-time
¥ categories
» host-info
¥ anti-malware
P disk-backup
» disk-encryption
» firgwall
¥ patch-management

Resubmit Host Profile Collapse All Expand All

e Troubleshooting—Enables you to Collect Logs and set the Logging Level.
[ GlobalProtect Settings

General Connection Host Profile | Troubleshooting | Notification

If you're having trouble with GlobalProtect, please contact your system administrator. They
might need to see the GlobalProtect logs in order to troubleshoot the problem.

Collect Logs

Logging Level: = Debug a

STEP 4| ( ) Log in using a new password.

> If your GlobalProtect administrator configures the GlobalProtect portal agent to Save User
L Credentials, your credentials are automatically saved to the GlobalProtect app. If your
password for accessing the corporate network changes, you must log in to GlobalProtect
using your new password.

Launch the GlobalProtect app by clicking the system tray icon. The status panel opens.

Click the settings icon (O) to open the settings menu.

Select Settings to open the GlobalProtect Settings panel.

On the General tab of the GlobalProtect Settings panel, Sign Out to clear your saved user credentials
from the GlobalProtect app.

After you clear your user credentials, you can reconnect to GlobalProtect with your new username
and password.

HwW D

v

STEP 5 ( ) Disconnect from GlobalProtect.

If your administrator configures GlobalProtect with the On-Demand connect method, you can
disconnect from GlobalProtect by clicking Disconnect on the status panel.
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Disable the GlobalProtect App for Mac

If your administrator configures the GlobalProtect connect method as Always On, you can disable the
GlobalProtect app. For example, you might want to disable the app if the GlobalProtect virtual private
network (VPN) is not working in a hotel, and the VPN failure prevents you from connecting to the Internet.
After disabling the GlobalProtect app, you can connect to the Internet using unsecured communication
(without a VPN).

The method, amount of time, and number of times for which you can disable the GlobalProtect app
depends on how the administrator configures your GlobalProtect service (PanGPS). This configuration
can prevent you from disabling the app entirely or allow you to disable the app only after responding to a
challenge correctly.

If your configuration includes a challenge, the GlobalProtect app prompts for one of the following:

e Reason you want to disable the app
e Passcode
e Ticket number

If the challenge involves a passcode or ticket number, we recommend that you contact a GlobalProtect
administrator or Help Desk person by phone.

Administrators typically provide passcodes in advance, either through email (for new GlobalProtect users)
or posted on your organization’s website. In response to an outage or system issue, administrators may also
provide passcodes by phone.

Before you can obtain a valid ticket number, your endpoint displays a ticket request number that you
must communicate to your GlobalProtect administrator or a Help Desk person. If your disable request is
approved, you will receive a valid ticket number that you can use to disable GlobalProtect.

The following steps describe how to disable the app and pass a challenge:
STEP 1 | Disable the GlobalProtect app.
1. Launch the GlobalProtect app by clicking the GlobalProtect system tray icon. The status panel opens.

2. Click the settings icon (£#) to open the settings menu.
3. Select Disable.

¥ The Disable option is visible only if your GlobalProtect agent configuration allows you to
L disable the app. If the configuration allows you to disable the GlobalProtect app without
requiring you to respond to a challenge, the GlobalProtect app closes without requiring
further action.

STEP 2 | Respond to one or more challenges, if required.
If prompted, provide the following information:

e Reason—Your reason for disabling the GlobalProtect app.

[ ey Disable GlobalProtect

g

‘. . Entera disable reason
& Reason:

cancel | (CTENNN

e Passcode—A passcode that is typically provided by your administrator in advance, based on a known
issue or event that requires you to disable the app.
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e Ticket—If your configuration requires you to provide a ticket number, the GlobalProtect app displays
an eight-character hexadecimal ticket request number as soon as you select Disable. To disable the
app with a ticket number, contact your administrator or Help Desk person (by phone) and provide
the ticket request number. After approving your request, your administrator or Help Desk person
provides you with an eight-character hexadecimal ticket number. Enter the ticket number in the
Ticket field, and then click OK.
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Uninstall the GlobalProtect App for Mac

Use the following steps to uninstall the GlobalProtect app from your Mac endpoint. Keep in mind that by
uninstalling the app, you no longer have VPN access to your corporate network and your endpoint will not
be protected your company’s security policies.

» Only users with administrator privileges can uninstall the GlobalProtect app from Mac
z! endpoints.

On Mac endpoints, you can use the Mac installation program (in this case, the GlobalProtect Installer)
to uninstall a program. To uninstall the GlobalProtect app from your endpoint, install the GlobalProtect
software package, and then launch the GlobalProtect Installer. The GlobalProtect Installer prompts you
to install the Uninstall GlobalProtect package. After you install the Uninstall GlobalProtect package
successfully, the GlobalProtect app is removed from the endpoint.

»» If you no longer have the GlobalProtect Installer on your Mac endpoint, you can uninstall
z! GlobalProtect by running the following command from the command line:

sudo / Appli cati ons/ d obal Prot ect. app/ Cont ent s/ Resour ces/
uni nstal | _gp. sh

STEP 1| Log in to the GlobalProtect portal.
1. Launch your web browser and go to the following URL:

https://<portal address or nanme>

Example: htt p: // gp. acnme. com

2. On the portal login page, enter your Name (username) and Password, and then click LOG IN. In most
instances, you can use the same username and password that you use to connect to your corporate
network.

paloalto

NETWORKS®

GlobalProtect Portal

Name | admin ]

Password [ sssss ]

STEP 2 | Navigate to the app download page.

In most instances, the app download page appears immediately after you log in to the portal.
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> If your system administrator has enabled GlobalProtect Clientless VPN access, the
l application page opens after you log in to the portal (instead of the app download page).
Select GlobalProtect Agent to open the download page.

STEP 3| Download the app.
1. Click Download Mac 32/64 bit GlobalProtect agent.

paloalto

NETWORKS®

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.

2. When prompted, Run the software.
3. When prompted again, Run the GlobalProtect Installer.

STEP 4 | Uninstall GlobalProtect.
1. From the GlobalProtect Installer, click Continue.

[ ] '« Install GlobalProtect =
Welcome to the GlobalProtect Installer

You will be guided through the steps necessary to install this

@ Introduction
software.

Destination Select
Installation Type
Installation

Summary

Continue

2. On the Destination Select screen, click Continue.
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3. On the Installation Type screen, select the Uninstall GlobalProtect package check box, and then click

Continue:
)

Introduction

Destination Select

w Install GlobalProtect

Custom Install on “Macintosh HD*

Package Name Action
| GlobalProtect Skip
~ Uninstall GlobalProtect Install

» Installation Type

Installation

Summary

Space Required: Zero KB

Go Back

4. Click Install to confirm that you want to remove the GlobalProtect app.
5. When prompted, enter your User Name and Password, and then click Install Software to uninstall

GlobalProtect.

Introdue
Destinal
Installati
o Installai

Summa

—_

Installer is trying to install new software.

i I'E'- Enter your password to allow this.

User Name: H

Password:

Cancel Install Software

STEP 5| Confirm that the GlobalProtect app is no longer installed.

Remaining: £75.83 GB

"]

Zero KB

A message pops up, confirming that the Uninstall GlobalProtect package was successfully installed. This
confirmation indicates that the GlobalProtect app has been removed from your endpoint.
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e & o 0 @

Introduction
Destination Select
Installation Type
Installation

Summary

@ Install GlobalProtect

The installation was completed successfully.

The installation was successful.

The software was installed.

Close
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Remove the GlobalProtect Enforcer Kernel
Extension

When you uninstall the GlobalProtect app for Mac, and then install a new instance of the app, you may
encounter connection issues if the GlobalProtect enforcer kernel extension is not updated correctly. A
kernel extension (kext ) is a plugin for the Mac operating system that manages applications. If you cannot
connect to GlobalProtect after installing a new instance of the app, use the following procedures to locate
and remove the GlobalProtect enforcer kernel extension.

STEP 1| Uninstall the GlobalProtect App for Mac.

STEP 2 | Determine if the GlobalProtect enforcer kernel extension exists on the endpoint.

On the Mac endpoint, open the Terminal application under the Applications > Utilities folder, and then
enter the following command:

kextstat | grep gplock

STEP 3| If the extension exists, unload the enforcer.
Enter the following command on the Terminal application to unload the enforcer:

sudo kextunl oad -b com pal oal t onet wor ks. G obal Prot ect. gpl ock

STEP 4 | Prevent the enforcer from reloading after a reboot.

Enter the following command on the Terminal application to remove the enforcer from the Mac hard
disk:

sudo rm-r "/ Systeni Li brary/ Ext ensi ons/ gpl ock*. kext "

STEP 5 | Download and Install the GlobalProtect App for Mac.
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GlobalProtect App for Chrome OS

The GlobalProtect™ app for Chrome OS is a software program that runs on your Chromebook,
protecting you with the same security policies that protect the sensitive resources on your
corporate network. You can use the GlobalProtect app to connect to your corporate network
and access your company'’s internal resources from anywhere in the world.

The following sections provide instructions for installing and using the GlobalProtect app for
Chrome OS:

Download and Install the GlobalProtect App for Chrome OS
Use the GlobalProtect App for Chrome OS

Disconnect from GlobalProtect on a Chromebook

Uninstall the GlobalProtect App for Chrome OS

vV V Vv V
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Download and Install the GlobalProtect App
for Chrome OS

Before you can connect your Chromebook to the GlobalProtect network, you must download and install the
app. If your Chromebook is managed by the Chromebook Management Console, your administrator may
have automatically pushed the GlobalProtect app to your device and configured the VPN settings. If you do
not already have the GlobalProtect app on your Chromebook, you can download it from the Chrome Web

Store.

After downloading the app, you will need the IP address or FQDN of the GlobalProtect portal, which
you can get from your administrator. In addition, your administrator should verify which username and
password you should use to connect to the portal and gateways. Usually this is the same username and
password you use to connect to your corporate network. After you gather the required information, you
can download and install the app as follows:

STEP 1| Download the app from the Chrome Web Store. If you already have the app, skip to 2.

1.

2.
3.
4.

If you haven't already, add a Google account on your Chromebook.

Search for the app in the Chrome Web Store or go directly to the GlobalProtect app page.

Click Add to Chrome and then follow the prompts to download and install the app.

When successfully installed, the Chrome App Launcher displays the GlobalProtect icon in the list of
apps.

STEP 2| Configure your VPN settings.

4.

"V GlobarProtect

To establish a VPN connection, select the portal.example.com
GlobalProtect VPN configuration from Settings > Internet
connection > Private network.

In the launcher, click the GlobalProtect icon to launch the app.

On the initial setup screen, enter the IP address or FQDN of the GlobalProtect portal supplied by
your GlobalProtect administrator.

Click Add Connection to add the GlobalProtect VPN configuration.

The app displays the home screen after it adds the VPN configuration to the Internet connection
settings of your Chromebook but does not initiate a connection.

Close the GlobalProtect app.

STEP 3| Log in to GlobalProtect.
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https://chrome.google.com/webstore/detail/globalprotect/nicidmbokaedpmoegdbcebhnchpegcdc

== User Name

AES usermame@omail com Sign out

a Connected to corp-wifi

mmm VPN disconnected

£) Biustootn disabled

0

L3 Settings 6%- 127 left [

Fri,Feb 12,2016

1. Click the status area at the bottom right corner of the Chromebook.
2. Select VPN disconnected and then select the portal that you or your administrator entered when
configuring the GlobalProtect VPN settings. The app prompts you to enter your login credentials.

To view VPN settings before connecting, select the portal from Settings > Private network, and then
click Connect.

3. Enter your Username and Password for the portal and click Connect. Repeat this step to enter
your credentials for the gateway. If your authentication is successful, you will be connected to your
corporate network. If your administrator has set one up, the GlobalProtect welcome page will display.
After dismissing the welcome page you can view it at any time from the GlobalProtect menu (g).
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Use the GlobalProtect App for Chrome OS

Because Chrome OS does not allow third-party applications to launch automatically, you must manually
initiate a connection each time you want to connect to your corporate network.

STEP 1| If you are not connected to GlobalProtect, connect now.

v~ When connected to the VPN, the status area displays the VPN icon along the bottom of
/Q the Wi-Fi icon (E). To view the portal to which you are connected, select the status area.

== User Name

REs usemame@gmail com Sign out
= Connected to corp-wifi

mm  Connected to portal.example.com

£ Bluetooth disabled

?

¢ Settings 54% - 0:51 until full &
Fri,Feb 12,2016

If you are not connected, you will see VPN disconnected.

1. Click the status area at the bottom right corner of the Chromebook.
2. Select VPN disconnected and then select the portal that you or your administrator entered when
configuring the GlobalProtect VPN settings.

To view VPN settings before connecting, select the portal from Settings > Private network, and then

click Connect.

If prompted, enter your Username and Password for the portal and click Connect.

4. If prompted, enter your Username and Password for the gateway and click Connect. If your
authentication is successful, you will be connected to your corporate network.

w

STEP 2 | Open the application.

GlobalProtect

From the Chrome App Launcher, click the GlobalProtect icon to launch the app.

STEP 3| Continue to use the app to perform any of the following tasks:

¢ View information about your network connection.
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'i' GlobalProtect usermname 2

Portal

portal.example.com

Connection Information

Status: Connected
Local Address 10.101.102.166
Gateway Name: california-gw
Gateway IP: 199.167.52.5
Protocol IPSec

Bytes In 38516

Bytes Out 25881

Packets In 122

Packets Out 141

Errors/Warnings

GlobalProtect displays the following information about your network connection:

e Portal—Portal address or FQDN.
e Connection Information—Displays information about your connection, including the gateway to
which you are connected.
e Errors/Warnings—Displays errors and warnings about your connection to help you troubleshoot
any connection issues.
e Log in with a new password. If your password for accessing your corporate network changes, you will
need to sign-out of GlobalProtect to clear your credentials.

1. Click your username in the top-right corner and select Sign-Out. When you next log in, you must
enter your credentials for the portal and gateway.
2. Connect to the portal and gateway as described in 1.
e Reset your VPN connection settings.

1. If connected, select Disconnect.
2. Select the GlobalProtect menu (f) and select Reset GlobalProtect.
3. Select Yes when asked to confirm.
4. Enter the IP address or FQDN of the portal supplied by your GlobalProtect administrator.
5. Connect to the portal and gateway as described in 1.
e Troubleshoot connection issues.

Select the GlobalProtect menu (8) and then select either of the following options:

¢ Notifications—Depending on how the administrator has configured GlobalProtect, you may
be able to view notification messages which can include messages or instructions from the
administrator.

e Collect Logs—By default, GlobalProtect creates debug logs to help troubleshoot issues should
they arise. Select this option to package the debug logs into a ZIP file and send them to your IT
help desk so that they can identify and resolve any issues.
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Disconnect from GlobalProtect on a
Chromebook

You can disconnect from the GlobalProtect VPN in any of the following ways.
e Disconnect from the VPN through the GlobalProtect app for Chrome OS.

\» If the GlobalProtect administrator has selected the option to save user credentials in the
GlobalProtect portal configuration, the credentials are automatically saved when you
disconnect from the VPN. To clear the credentials and force you to enter them when you
reconnect, use the Sign-Out option.

From the Chrome App Launcher, click the GlobalProtect icon to launch the app, and then do either of
the following:

¢ Disconnect the VPN connection but retain your user credentials. When you next log in, you will not
be prompted to enter your credentials if your administrator has permitted GlobalProtect to save
them.

e Click your username in the top-right corner and select Sign-Out to disconnect the VPN connection
and clear your user credentials. When you next log in, you must enter your credentials for the portal
and gateway.

e Disconnect from the VPN through the Chromebook settings.
1. Click the status area at the bottom right corner of the Chromebook.
2. Select the portal to which you are connected.
3. Next to the portal name, select Disconnect.

As an alternate method, you can also select the portal from Settings > Private network, and then
click Disconnect.
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Uninstall the GlobalProtect App for Chrome
OS

Use the following steps to uninstall the GlobalProtect app from your Chromebook. Keep in mind that by
uninstalling the app, you will no longer have VPN access to your corporate network and your endpoint will

not be protected your company'’s security policies.

 You can uninstall the GlobalProtect app from Chromebooks only if it is installed manually or
:! is standalone. If the app is deployed from the Google Admin console, you cannot uninstall it.

STEP 1| Exit the GlobalProtect app.
STEP 2 | Click the Chrome App Launcher and select All Apps.

STEP 3 | Two-finger tap (or Alt-click) on the app and select Uninstall.

Globa Pin to shelf

Uninstall...

App info

STEP 4 | When prompted to confirm the removal, click Remove. The Chromebook uninstalls the app
and removes it from the launcher.
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GlobalProtect App for Linux

GlobalProtect™ is a program that runs on your endpoint (desktop computer, laptop, or server)
to protect you by using the same security policies that protect the sensitive resources in your
corporate network. GlobalProtect™ secures your intranet traffic and allows you to connect to
your corporate network to access your company’s resources from anywhere in the world

The following sections provide instructions for installing and using the GlobalProtect app for
Linux:

Download and Install the GlobalProtect App for Linux
Use the GlobalProtect App for Linux

Disable the GlobalProtect App for Linux

Uninstall the GlobalProtect App for Linux

vV V Vv V
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Download and Install the GlobalProtect App
for Linux

The GlobalProtect app for Linux supports the DEB, RPM, and TAR installation packages.

STEP 1| Download the GlobalProtect app for Linux.
1. Obtain the app package from your IT administrator and then copy the TGZ file to the Linux endpoint.

For example, if you downloaded the package to a Mac endpoint, you can open a terminal and then
copy the file:

macUser @mac: ~$ scp
~/ Downl oads/ PanGPLi nux-4. 1. 0.tgz |inuxUser @i nuxHost : <Desti nati onFol der >

where <Dest i nat i onFol der > is a location such as ~/ pkgs/ where you want to store the TGZ
file.

2. From the Linux endpoint, unzip the package.

user @i nuxhost: ~$ tar -xvf ~/pkgs/PanGPLinux-4.1.0.tgz

After you unzip the package, you will see installation packages—DEB for Ubuntu and RPM for
CentOS and Red Hat—and the scripts to install and uninstall the packages.

STEP 2| ( ) If your Linux endpoint must use a proxy configuration, configure the proxy settings.

The GlobalProtect app for Linux supports only manual proxy server configuration and obtains the proxy
settings from the ht t ps_pr oxy or HTTPS_PROXY environment variable. If you later change the system
proxy configuration, verify that the terminal from which GlobalProtect runs uses the proxy environment
variable. If you do not see the new settings, log out and back in to populate the new setting to the
environment variable.

STEP 3| Install the app package using either the sudo dpkg -i <gp- app- pkg> or apt-get install
<gp- app- pkg> command where <gp- app- pkg> is the name of your distribution package for
your Linux version.

user @i nuxhost: ~$ sudo dpkg -i 4 obal Protect deb-4.1.0.0-19. deb

Sel ecting previously unsel ected package d obal Protect.

(Readi ng database ... 67776 files and directories currently installed.)
Preparing to unpack d obal Protect deb-4.1.0.0-19.deb ...

Start installing gp...

Unpacki ng G obal Protect (4.1.0-19) ...

Setting up d obal Protect (4.1.0-19)

Enabl e gp service...

Starting gp service...

Create symlink for gp cli...

user @i nuxhost: ~$ sudo

apt-get install G obal Protect_deb-4.1.0.0-23. deb
[ sudo] password for gpqa:

Readi ng package lists... Done

Bui | di ng dependency tree
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Readi ng state information... Done
Not e, selecting 'globalprotect' instead of '/hone/gpqga/ Downl oads/
d obal Protect _deb-4. 1. 0. 0- 24. deb’
The foll owi ng packages were automatically installed and are no | onger
required:

I i nux- headers-4.10. 0-28 |i nux- headers-4.10. 0-28-generic |inux-
i mage- 4. 10. 0- 28-generi c |inux-image-extra-4.10. 0-28-generic
Use 'sudo apt autorenove' to renove them
The foll owi ng NEW packages will be install ed:

gl obal pr ot ect
0 upgraded, 1 newy installed, O to renove and 73 not upgraded.
After this operation, 0 B of additional disk space will be used.
Get: 1 / hone/ gpga/ Downl oads/ @ obal Prot ect _deb-4. 1. 0. 0- 24. deb gl obal pr ot ect

all 4.1.0-24 [1, 334 kB]

E: read, still have 59 to read but none |eft
E: Error reading archive nenber header
E: Prior errors apply to /hone/ gpga/ Downl oads/
d obal Prot ect _deb-4. 1. 0. 0-24. deb
debconf: apt-extracttenplates failed: No such file or directory
Sel ecting previously unsel ected package gl obal protect.
(Readi ng database ... 247210 files and directories currently installed.)
Preparing to unpack .../d obal Protect deb-4.1.0.0-24.deb ...
Start installing gp...
Unpacki ng gl obal protect (4.1.0-24) .
Setting up gl obal protect (4.1.0-24)
Enabl e gp service...
Starting gp service...
Create symlink for gp cli...

The GlobalProtect app for Linux installs to the / opt / pal oal t onet wor ks/ gl obal pr ot ect

directory. After GlobalProtect first runs, the app also creates a GlobalProtect user folder

$HOVE/ . gl obal pr ot ect to save user registry configuration and other CLI related settings.
STEP 4| ( ) Change CLI modes.

You can run commands in either command-line or prompt mode. Command-line mode requires you
to specify the full GlobalProtect command. Prompt mode requires you to specify only the command
(without the app name) and displays more detailed output than command-line mode.

1. To switch to prompt mode, enter gl obal pr ot ect without any arguments.

user @i nuxhost : ~$ gl obal prot ect
>>

2. To exit prompt mode, enter qui t .

>> quit
user @i nuxhost: ~$

STEP 5| View the help for GlobalProtect app for Linux.

Prompt mode:

>> hel p

Usage: only the foll owi ng commands are support ed:
collect-1og -- collect log information
connect -- connect to server

di sconnect -- di sconnect

di sabl e -- di sabl e connection
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import-certificate -- inport client certificate file

qui t -- quit from pronpt node
redi scover - net wor k -- network rediscovery
remove- user -- clear credentia
resubnmit-hip -- resubmt hip informtion
set-1og -- set debug | evel

show -- show i nformation

Command-line mode:

user @i nuxhost: ~$ gl obal protect help
Usage: only the foll owi ng commands are support ed:

collect-1og -- collect log information
connect -- connect to server

di sconnect -- di sconnect

di sabl e -- di sabl e connection
import-certificate -- inport client certificate file
qui t -- quit from pronpt node
redi scover - net wor k -- network rediscovery
renove- user -- clear credential
resubnit-hip -- resubnit hip information
set-1og -- set debug | evel

show -- show i nformation

STEP 6 | Use the GlobalProtect App for Linux.
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Use the GlobalProtect App for Linux

Using the command-line interface (CLI) of the GlobalProtect™ app for Linux, you can perform tasks

that are common to the GlobalProtect app. The following examples display the output in command-line
mode. To run the same command in prompt-mode, enter it without the gl obal pr ot ect prefix (for more
information, see Download and Install the GlobalProtect App for Linux).

Connect to a GlobalProtect portal
Import a certificate

Connect to a gateway

Verify the status of and view details about your connection
Rediscover the network

Clear the credentials for the current user
View GlobalProtect notifications

View the Welcome page

View errors

Collect logs

Display the GlobalProtect version

Connect to a GlobalProtect portal.

Use the gl obal protect connect --portal <gp-portal >command where <gp- port al >is the
IP address or FQDN of your GlobalProtect portal.

For example:

user @i nuxhost : ~$ gl obal prot ect
connect --portal nyportal.exanple.com
Retrieving configuration...

Di sconnect ed

myportal . exanpl e.com - portal:local:Enter |Iogin credentials
user nane: user 1

Passwor d:

Retrieving configuration...

Di scovering network. ..

Connecti ng. ..

Connect ed

When you use certificate-based authentication, the first time you connect without a root CA certificate,
the GlobalProtect app and GlobalProtect portal exchange certificates. The GlobalProtect app displays

a certificate error, which you must acknowledge before you authenticate. When you next connect, you
will not be prompted with the certificate error message.

user @i nuxhost : ~$ gl obal prot ect

connect --portal nyportal.exanple.com

Retrieving configuration...

Di sconnect ed

There is a problemwi th the security certificate, so the identity of
10. 3. 188. 61 cannot be verified. Please contact the Hel p Desk for your
organi zation to have the issue rectified.

War ni ng: The comunication with 10.3.188.61 may have been conprom sed. W
recomend that you do not continue with this connection.

Error details: Do you want to continue(y/n)?y
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Retrieving configuration...

Di sconnect ed

10.3.188.61 - portal:local:Enter |login credentials
user nane: user 1

Passwor d:

Retrieving configuration...

Di scovering network. ..

Connecti ng. ..

Connect ed

 You can also specify a username in the command using the - - user nane <user nane>
l option. The GlobalProtect app prompts you to authenticate and, if you specified the
username option, confirm your username.

Import a certificate.

When you want to pre-deploy a client certificate to an endpoint for certificate-based authentication,
you can copy the certificate to the endpoint and import it for use by the GlobalProtect app. Use the
gl obal protect inport-certificate --1ocation <l ocati on>command toimport the
certificate on the endpoint. When prompted you must supply the certificate password.

user @i nuxhost: ~$ gl obal prot ect

import-certificate --1ocation /hone/ nydir/Downl oads/cert_client_cert.pl2
Pl ease i nput passcode:

I nport certificate is successful.

Connect to a gateway.
1. ( ) Display the manual gateways to which you can connect using the gl obal pr ot ect show
- -manual - gat eways command.

2. Connect to a gateway using the gl obal prot ect connect --gateway <gp-gateway>
command where <gp- gat eway> is the IP address or FQDN of the GlobalProtect gateway.

3. View details about your connection using the gl obal pr ot ect show --detai |l s command.

user @i nuxhost: ~$ gl obal prot ect show - - nmanual - gat eways

Name Addr ess
gwl 192. 168. 1. 180
gw2 192. 168. 1. 181

user @i nuxhost: ~$ gl obal protect connect --gateway 192.168.1.180
Retrieving configuration...

Di scovering network. ..

Connecti ng. ..

Connect ed

Verify the status of and view details about your connection.

user @i nuxhost: ~$ gl obal protect show --status
G obal Protect status: Connected

user @i nuxhost: ~$ gl obal protect show --details
Assi gned | P address: 192.168.1.132

Gateway | P address: 192.168.1.180

Prot ocol : | PSec

Upti ne(sec): 231
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e Rediscover the network.

Use the gl obal prot ect redi scover-networ k command to disconnect and reconnect from
GlobalProtect.

user @i nuxhost: ~$ gl obal prot ect
redi scover - net wor k

Di sconnecti ng. ..

Retrieving configuration...
Retrieving configuration...

Di scovering network. ..

Connecti ng. ..

Connecti ng. ..

Connect ed

G obal Protect status: Connected

e Clear the credentials for the current user.

Use the gl obal prot ect renpve-user command to clear the credentials used to authenticate with
the portal and gateways. After you confirm that the GlobalProtect app should clear your credentials, the
GlobalProtect app disconnects the tunnel and then requires you to enter your credentials the next time
you connect.

user @i nuxhost: ~$ gl obal prot ect

remove- user

Credential will be cleared and current tunnel wll be term nated.
Do you want to continue(y/n)?y

Cl ear is done successfully.

user @i nuxhost: ~$ gl obal protect connect --portal 192.168.1.179
Retrieving configuration...

Di sconnect ed

192.168.1.179 - portal:local:Enter login credentials

user nane: user 1

Passwor d:

Retrieving configuration...

Di scovering network. ..

Connecti ng. ..

Connect ed

e Resubmit host information to the gateway.

Use the gl obal prot ect show - - host - st at e command the current host information about your
endpoint and the gl obal prot ect resubm t-hi p command to resubmit information about the
endpoint to the gateway. This is useful in cases where HIP-based security policy prevents users from
accessing resources because it allows the user to fix the compliance issue on the endpoint and then
resubmit the HIP.

user @i nuxhost: ~$ gl obal prot ect
show --host-state
generate-tinme: 09/28/2017 11:24: 07
cat egori es
host-info
client-version: 4.1.0
os: Linux Ubuntu 16.04.3 LTS
os-vendor: Linux
donai n:
host - nane: |i nuxhost
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host-id: 4CACAS544- 0034- 4D10- 804C- **** * k% % k% %

net wor k-i nt erf ace
enp0s31f 6
description: enp0s31f6
mac- addr ess: D4: 81: D7: D4: 5A: A5
W p2s0
description: w p2s0
mac- addr ess: 14: AB: C5: DE: D1: OE
user @i nuxhost: ~$ gl obal protect resubnit-hip
Resubmit is successful

View any GlobalProtect notifications.

Use the gl obal protect show --notificati on command to view notifications.

View the Welcome page.

Use the gl obal prot ect show --wel cone- page command. The GlobalProtect app displays the
Welcome page in a browser if a Welcome page exists or displays a notification if the Welcome page
does not exist.

View errors.

Use the gl obal prot ect show --error command to view errors reported by the app.

user @i nuxhost: ~$ gl obal prot ect
show --error
Error: Cannot connect to d obal Protect Portal

Collect logs.

The app stores the PanGPA and PanGPI log files in the / horre/ <user >/ . A obal pr ot ect directory.
Use the gl obal prot ect coll ect-I ogs command to enable the GlobalProtect app for Linux to
package these logs and other useful information. You can then use the logs to troubleshoot issues or
forward them to a Support engineer for expert analysis.

user @i nuxhost: ~$ gl obal prot ect

col lect-1og

Start collecting...

col l ecting network info...

col I ecting machi ne info...

copying files...

generating final result file...

The support file is saved to /hone/user/.d obal Protect/Col |l ect.tgz

Display the version of the GlobalProtect app for Linux.

user @i nuxhost: ~$ gl obal protect show --version
G obal Protect: 4.1.0-23
Copyright(c) 2009-2017 Palo Alto Networks, Inc.
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Disable the GlobalProtect App for Linux

If your administrator configures the GlobalProtect connect method as Always On, you can disable the
GlobalProtect app. For example, you might want to disable the app if the GlobalProtect virtual private
network (VPN) is not working in a hotel, and the VPN failure prevents you from connecting to the Internet.
After disabling the GlobalProtect app, you can connect to the Internet using unsecured communication
(without a VPN).

The method, amount of time, and number of times for which you can disable the GlobalProtect app
depends on how the administrator configures your GlobalProtect service. This configuration can prevent
you from disabling the app entirely or allow you to disable the app only after responding to a challenge
correctly.

If your configuration includes a challenge, the GlobalProtect app prompts for one of the following:

e Reason you want to disable the app
e Passcode

If the challenge involves a passcode, we recommend that you contact a GlobalProtect administrator or Help
Desk person by phone. Administrators typically provide passcodes in advance, either through email (for new
GlobalProtect users) or posted on your organization’s website. In response to an outage or system issue,
administrators may also provide passcodes by phone.

The following steps describe how to disable the app and pass a challenge:
o ) Disconnect from GlobalProtect:

Use the gl obal prot ect di sconnect command to disconnect from GlobalProtect.

user @i nuxhost: ~$ gl obal prot ect di sconnect
Di sconnect ed

o ) Disable GlobalProtect:

Use the gl obal prot ect di sabl e command to disconnect and disable the GlobalProtect app. If your
configuration requires it, you must also specify a reason (using the - - r eason “<r eason>" option) or a
passcode (using the - - passcode <passcode> option).

user @i nuxhost: ~$ gl obal protect disable

user @i nuxhost: ~$ gl obal protect disable --reason “This is my reason for
di sabling G obal Protect”

user @i nuxhost: ~$ gl obal protect di sable --passcode | Tp@sword
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Uninstall the GlobalProtect App for Linux

You can uninstall the GlobalProtect app for Linux using either the dpkg and the apt-get utility. To uninstall
the GlobalProtect app, you must run the command with root permissions:

e Uninstall the GlobalProtect app for Linux using dpkg.

user @i nuxhost: ~$ sudo dpkg -P gl obal protect

(Readi ng database ... 209181 files and directories currently installed.)
Renovi ng gl obal protect (4.1.0-12)

gp service is running and we need to stop it...

Di sabl e service...

Renovi ng gp service...

gp service has been renoved successfully

Renovi ng configuration...

e Uninstall the GlobalProtect app for Linux using ap-get.

user @i nuxhost: ~$ sudo apt-get renpve d obal Protect_deb-4.1.0.0-23. deb
Readi ng package lists... Done

Bui | di ng dependency tree

Readi ng state information... Done
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